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Summary. The author reviews the scientific opinions
of leading scientists regarding the understanding of the con-
cept of infrastructure. The author defines that the modern
understanding of infrastructure is perceived as a complex
of interconnected serving structures, which form and/or pro-
vide a basis for solving the problem (task). Based on the anal-
ysis of the opinions of leading scientists, the author comes to
the logical conclusion that the understanding of the essence
of critical infrastructure facilities and knowledge that they
are classified as special facilities, on which the committing
of crimes can lead to emergencies, has an important foren-
sic importance. This affects the organization of the pre-trial
investigation along the identified fact of event with signs
of a crime, the order and limits of interaction of the investiga-
tor with other state and non-state structures, the nominating
and verifying versions regarding the true purpose of criminal
acts, the tactics of conducting separate investigative actions,
etc. The correctness of involving specialists by investigator,
the use of technical forensic tools, the appointment of forensic
examinations and the formulation of questions for the deci-
sion of the expert, etc., also depend on this. An insignifi-
cant by results event at a critical infrastructure facility may
be the result of a failed criminal encroachment on the work
of the entire life support system of the region. The inabil-
ity of the investigator to discern the factual circumstances
of the event can lead to the avoidance of a real criminal
from the criminal responsibility and to create the conditions
for him to repeat committing another, but more dangerous
and better-prepared assault on a critical infrastructure facil-
ity. As a conclusion, the author notes that the critical infra-
structure facilities are important facilities of forensic study
because, the knowledge of the location and the significance
of a particular facility, at which the criminal event took place,
in the general system of a critical infrastructure will allow to
establish the true intent and direction of actions of the subjects
of the crime, will indicate directions for the search for traces
and other evidence, will help in their search and removal.

Key words: crime, forensic, infrastructure, providing,
facilities, critical infrastructure.

Problem statement. The relevance of the chosen theme is
determined by the fact that today the Ukrainian state is at a very
complicated and even difficult stage of its development. The
development of the country takes place in the difficult conditions
of social and political, economic realities of today, which are sig-
nificantly complicated by the openly unfriendly attitude of the for-
mer partner, the neighbor state, which tries to establish its own
control not only over the political course of our country, but also

over its economy, foreign economic relations, political preferences
of the general population. The confrontation in the conditions
of undeclared hybrid war against the enemy, which has much greater
resources, requires considerable efforts from Ukraine and the defin-
ition of specific priorities in its further development. This involves
the directing of attention, efforts and appropriate material costs
and organizational and legal measures primarily to protect key sec-
tors of the economy and social structure, facilities, nodes, networks,
systems, which play a crucial role in the functioning of state insti-
tutes, economy, politics, sphere of health care, etc. for the providing
the normal life of the population, the maintain calm in society and,
in fact, the existence of the state itself. Such a category of facilities
in the developed world is called a critical infrastructure. The prob-
lems of critical infrastructure protection in Ukraine have arisen for
a long time, in fact since the moment of the formation of the young
independent state. Our country is not an exception to the general
trends of the current of geopolitical and economic processes in
the world. It is obvious that this issue is considered relevant for
every country and international security in general.

The works of scientists such as S.0. Andreyev, D.S. Biriukov,
S.F. Honchar, V.O. Yevseyev, O.P. Yermenchuk, S.I. Kondratov,
H.P. Leonenko, H.P. Sytnyk, O.M. Sukhodolia, O.Yu. Yudin were
dedicated to the scientific researches of studying of critical infra-
structure facilities. However, it should be noted that in the legal
literature there are no scientific researches that are dedicated to
the problem of understanding the concept of critical infrastructure
as a subject of forensic studying. This is what caused the need to
prepare this scientific work in order to reveal the understanding
of the concept of critical infrastructure facilities as a subject of for-
ensic studying.

The aim of the research. In the provisions of this scientific
research, we aim to implement the review of the regulatory and legal
acts and scientific opinions of leading legal scholars and foren-
sic scientists and on this basis to form the author’s understanding
of the concept of critical infrastructure facilities as a subject of for-
ensic studying.

Presentation of research material. Domestic politicians
and scientists point out that the practical realization of the prior-
ities of the National Security Strategy of Ukraine involves not only
the implementation of a number of organizational, legal, engineer-
ing technical and other measures to provide the security of critical
infrastructure, but also connected with the need to adequately
respond to a wide range of threats to national security, ie concern-
ing the protection of vital national interests of Ukraine [1, p. 118].
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The appearance and approval in science and public life
of the concept of infrastructure is attributed to the late 1940s — early
1960s. The term “infrastructure” (from the Latin “infra” — “below,
under” + “structura” — “structure, location”) was originally used in
the military lexicon where it meant a complex of rear (auxiliary)
structures that provide the actions of the armed forces (ammuni-
tion depots and other military materials, missile bases, test sites,
missile launch areas, military airfields, etc.). In the economic litera-
ture, this term appeared in the works of foreign scholars in the late
1940s, characterizing a wide complex of industries that serve
industry and agriculture, in particular, construction of highways,
canals, ports, bridges, airfields, warehouses, energy facilities, rail-
way transport, communications, water supply and sewerage, gen-
eral and professional education, science costs, health care, etc. The
materials R. Nurkse, P. Rozenshtein-Rodan, A. Khirshman, A. Yan-
hson etc., where the understanding of infrastructure as an ancillary
entity is preserved, and an attempt to justify its importance for
the efficient functioning of production was made, with the develop-
ment of the social division of labor and the strengthening of the role
of service units in the 1950s were published [2, p. 18]. Based on
the semantics of this term, production infrastructure, for example, is
defined as the foundation of the economy and is seen as somewhat
ancillary to basic production. However, a meaningful definition
of production infrastructure is offered not on the basis of seman-
tic considerations, but on the analysis of its functional purpose in
the process of social production. The concept of infrastructure is also
considered at the level of essence: as a field of application of labor,
that provides the circulation of products in the national economy; as
a set of industries, ie organizationally separate enterprises or organ-
izations that have their function of transportation, storage and real-
ization of products; as a set of material objects that create conditions
for the normal course of the process of social reproduction [3, p. 7-8].

Modern understanding of infrastructure is perceived as a com-
plex of interconnected serving structures that form and/or provide
a basis for solving the problem (task). The term “infrastructure”
is often interpreted in two directions in the scientific literature:
1) a set of industries, activities, which are specialized in specific
actions of systems in a broad sense, which directly provide the con-
ditions and processes of the main system, having a subordinate,
ancillary nature in relation to it; 2) material and technical base that
is necessary for the functioning of the most specialized (industry)
system [4, p.163]. Each of these directions and all their structural
elements need reliable protection against unlawful encroachments.
An expert in the field of economics — R. Greenberg defines infra-
structure as a set of elements that provide the smooth functioning
of several relationships of objects and subjects of the social eco-
nomic system [5, p. 54].

In our opinion, the definition of infrastructure that was sug-
gested by the domestic scientist O.V. Vasiliev is more successful, he
considers infrastructure as a system of functional elements and rela-
tions that provide the realization of individual and collective inter-
ests of a group of economic entities [6, p. 23]. Another Ukrainian
scientist, LI. Chunytska is referring about systemic understand-
ing of infrastructure, pointing out that infrastructure is an organic
and orderly unity of interconnected structural components, is able
to provide in reality and in perspective the smooth functioning
of the relationships of subjects and objects of the social economic
system and through the performance of certain functions to be
included in providing social development [7, p. 252].

The consideration of infrastructure in terms of its membership
in a particular system of production, livelihood, transport, armed
forces, field or complex of fields of the national economy requires
the coexistence of a certain ratio of components, which provide
the stable functioning of the system as a whole. Thus, according to
this opinion, each infrastructure plays the role of providing a cer-
tain process, an example of which may be a separate production
or sphere of service delivery. Today, society is becoming increas-
ingly dependent on the mass dissemination of information, goods
and services. The accessibility of infrastructure benefits provides
a high level of living in both urban and rural areas. At the same time,
the livelihood of a particular area, and sometimes the region, is
highly dependent on the continuity of functioning of infrastructure
facilities, and their destruction or interruptions in their work have
negative and sometimes catastrophic consequences. Of course, not
all infrastructure facilities are so important for human existence or
the economic or social well-being of a particular group of the popu-
lation in a territory or region. Therefore, scientists and practitioners
of many countries around the world at one time faced the question
of isolating from the total mass of such facilities those, the negative
influence on which is the greatest threat, and the threat itself, no
matter who it comes from, is critically dangerous.

The term “critical infrastructure” has been used in the turnover
of business, scientific and diplomatic communication since the mid-
1990s and was originally associated with information infrastructure
[8, p. 151]. Critically important infrastructure facilities act as
a life support system for daily existence of people. The commun-
ities of people are supported by a rather complex and complicated
network of infrastructure systems. Citizens expect and rely on
the functioning of institutions and services in their countries in rela-
tion to their health, physical security, safety and economic well-be-
ing. The incapacitation, serious failures and even minor but perma-
nent deficiencies in the operation and functioning of a particular
infrastructure or its elements can create threatening and sometimes
critical situations for a normal livelihood situation.

The scientific approaches to understanding and defining
the very concept of “critical infrastructure”, which is understood
today as systems and resources, physical or virtual, which provide
functions and services, the violation of which will lead to the most
serious negative consequences for the livelihood of society, social
economic development and the providing of national security, were
systematized in the Green Paper on issues of the critical infra-
structure protection in Ukraine that was published in 2015 [9].

Domestic scholars also suggest something else, but not very
different from the wording of the term “critical infrastructure” as
physical and virtual systems, objects and resources, the destruction,
destroying or reduction of efficiency of which will pose signifi-
cant threats to the country, its national security, safety and security
and health of society [10, p. 176].

The approaches to understanding the general essence of infra-
structure seem logical, which are based on the functions that are
performed by it, or the composition of economic entities that
perform the specified functions. The lists of sectors that belong
to critical infrastructure in different countries are mostly similar;
after all, the development of modern society is almost by the same,
although not fully convergent laws, rules, and schemes. There are
differences, primarily are caused by national specifics, geopolitical
conditions, traditions and features of the security policy of a country
or international structure.
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The legislative and departmental normative uncertainty in
the area of critical infrastructure protection has led to that scientists,
offering their own options for determining such a list of compon-
ents, interpret its subject-object composition differently [11, p. 88].
For example, domestic scientist O.M. Sukhodolia includes to
the main sectors of critical infrastructure in Ukraine: the fuel
and energy complex, the transport, the networks of livelihood,
the telecommunications and the communications, the financial
and banking sector, the bodies of government and law enforcement,
the sector of security and defense, chemical industry, the emer-
gency services and the services of civil protection, the food industry
and the agro-industrial complex [12, p. 65].

In 2015, the National Institute for Strategic Studies suggested
alist of sectors that are included in the national critical infrastructure,
which contained 16 such items: the chemical sector; the commer-
cial facilities; the critical production; the dams and other hydraulic
structures; the defense-industrial base; the emergency services to
the public, the response to emergencies; the energy sector; the banks
and the finances; the foodstuff and the agriculture; the government
facilities; the healthcare and the medicine; the nuclear reactors,
the materials and the waste; the transport systems; the water resour-
ces; the systems of water supply and wastewater [9].

However, in 2020 the Cabinet of Ministers of Ukraine adopted
the Resolution of October 9, 2020 Ne1109 “Some issues of the critical
infrastructure facilities”, which determines the order of the assign-
ment and the list of the sectors (subsectors), basic services of critical
infrastructure of our state and establishes four categories of the crit-
icality. This normative document establishes the following categor-
ies of the criticality of critical infrastructure facilities:

[ category of the criticality — especially important facilities that
have the State-level importance, the significant influence on other
critical infrastructure facilities and the violation of which will lead
to the occurrence of a crisis situation of national importance;

Il category of the criticality — the vital facilities, the dysfunction
of which will lead to a crisis situation of regional importance;

III category of the criticality — the important facilities, the dys-
function of which will lead to the occurrence of a crisis situation
of resident importance;

IV category of the criticality — the necessary facilities, the dys-
function of which will lead to the occurrence of a crisis situation
of local importance.

Specific critical infrastructure facilities have been defined by
sectors, subsectors and the type of the main service that is provided
by a particular facility. They are as follows.

In the fuel and energy sector:

— the providing of the functioning of the market of electrical
energy, the organization of purchase and sale of the electrical energy
on the market; the management of transmission and power supply
systems; the distribution of electrical energy;

— the oil production; the transfer (transit) of oil and oil products;
the cleaning, recycling and processing of oil; the operation of oil
pipelines; the storage and supply of oil and oil products;

— the gas production; the transfer (transit) of gas; the gas dis-
tribution; the operation of gas transmission system; the storage
of the natural gas; the providing of the work of the liquefaction sys-
tems of the natural gas;

— the production of electrical energy at the nuclear power plants;
the operation of the nuclear power plants; the cleaning, recycling
and processing of the nuclear fuel; the radioactive waste manage-
ment and the radioactive waste disposal.

In the informational sector:

— the provision of cloud services, including the data storage
and processing in the data processing centers and/or in the cloud
storage, the committing of the cloud computing;

— the providing of the functioning of the systems of e-govern-
ment; the provision of electronic trust services;

— the providing of the functioning of the electronic identifica-
tion systems;

— the provision of the services for the maintenance and technical
operation of a multi-channel television network without the right
of the provision of software (information) service in three or more
regions of the country;

— the distribution of the digital terrestrial broadcasting with
the using of a radio frequency resource in three or more regions
of the countries;

— the providing of the functioning of the Internet traffic
exchange points (IXP);

— the administration of the address space of the Ukrainian
segment of the Internet, including the provision of services for
the support and administration of domain name systems (DNS) on
the Internet;

— the administration and maintaining of the registers of upper-
level domain names on the Internet, including the domain.UA.

In the sector of livelihood system:

— the heat energy supply;

— the hot water supply;

— the centralized drainage;

— the household waste management.

In the sector of food industry and agro-industrial complex:

— the production and processing of the agricultural and/or
the food production;

— the operation of large irrigation systems, canals;

— the providing of the storage of stocks of the state material
reserve.

In the sector of health-care:

— the provision of emergency medical care;

— the provision of services of inpatient and outpatient treatment
and other medical services;

— the production, purchase and supply of the pharmaceuticals,
medicine, vaccines, blood and other medicines and medical equip-
ment;

— the monitoring of the infectious diseases and/or epidemics;

— the functioning of the electronic health care system.

In the financial sector:

— the providing of the functioning of stock market.

In the sector of transport and post office:

— the air traffic management;

— the air transportation (work of air transport);

— the providing of the work of airports and ancillary equipment
that is located at airports;

— the bus transportation (long-distance, international);

— the urban transport (buses, trams, trolleybuses, subway);

— the maintenance of transport infrastructure (roads, bridges,
tunnels, overpasses) and the service of traffic control;

— the functioning of the intelligent transport systems (traffic
management, mobility management, interaction with other types
of transport);

— the passenger and freight railway transportation;

— the operation and maintenance of the railway;

— the providing of the work of train stations and hub stations;

94



ISSN 2307-1745 HaykoBui BicHMK MixxHapoaHOro rymaHitapHoro yHiBepcutety. Cep.: KOpucnpyaeHuis. 2020 Ne 47 Tom 2

— the control and management of shipping;

— the operations on the domestic, sea or coastal passenger
and freight transport;

— the functioning of the managing bodies of ports or the subjects
of operation of port equipment;

— the operation and maintenance of infrastructure (canals, dams,
fairways, etc.);

— the providing of the services of postal.

In the sector of industry:

— the production of industrial gas;

— the production of fertilizers or nitrogenous compounds;

— the production of pesticides or other agrochemical products;

— the production of explosives;

— the production of main organic chemicals;

— the production of inorganic chemicals;

— the mining and metallurgical complex (metallurgical produc-
tion and extraction of iron ores);

— the production of coke and coke products;

— the development, production, modernization and utilization
of products of military (defense-industrial complex);

— the production and supply of space technique;

— the production and supply of aviation industry production;

— the shipbuilding and supply of shipbuilding production.

In the sector of civil protection of the population and territories:

— the system of emergency assistance to the population on a sin-
gle telephone number 112;

— the emergency and urgent notification of the population,
liquidation and emergency recovery, organization and coordination
of rescue of residents and property [13].

At first glance, such a detailed description in the forensic study
of an exhaustive list of the critical infrastructure facilities in Ukraine
may seem excessive. However, the understanding of the essence
of critical infrastructure facilities and knowledge that they are classi-
fied as special facilities, on which the committing of crimes can lead
to emergencies, has an important forensic importance. This affects
the organization of the pre-trial investigation along the identified
fact of event with signs of a crime, the order and limits of inter-
action of the investigator with other state and non-state structures,
the nominating and verifying versions regarding the true purpose
of criminal acts, the tactics of conducting separate investigative
actions, etc. The correctness of involving specialists by investiga-
tor, the use of technical forensic tools, the appointment of foren-
sic examinations and the formulation of questions for the decision
of the expert, etc., also depend on this. An insignificant by results
event at a critical infrastructure facility may be the result of a failed
criminal encroachment on the work of the entire life support system
of the region. The inability of the investigator to discern the factual
circumstances of the event can lead to the avoidance of a real crim-
inal from the criminal responsibility and to create the conditions
for him to repeat committing another, but more dangerous and bet-
ter-prepared assault on a critical infrastructure facility.

In the process of pre-trial investigation of crimes at critical
infrastructure facilities, it is necessary to establish the following
fact data and circumstances that are related to the very understand-
ing of the critical infrastructure: scale (in particular — the geo-
graphical coverage of the territory for which the loss of the ele-
ments of critical infrastructure has caused the significant damage);
the relationship between the elements of critical infrastructure;
the duration of harmful influence of emergencies (how and when

the damage has been discovered that is associated with the loss or
failure, breakdowns or malfunction of the critical infrastructure
facilities and how long the negative influence of the event lasted);
the vulnerability of the facility to the influence of dangerous factors;
the severity of consequences by indicators in the following groups:
the economical security (impact on GDP, the amount of economic
losses — both direct and indirect, share of the production in the mar-
ket, number of employees, tax revenues to the budget); the health
and safety of the population (number of victims, in particular,
dead, persons who suffered injuries of varying severity, as well as
the number of evacuees, costs of the work of emergency rescue ser-
vices, emergency assistance to the population); the domestic polit-
ical, state security (loss of confidence in the efficiency of the gov-
ernment, the authority of the state, the violation of management
of government); the defense capability (the reduction of combat
capability of the armed forces, disclosure of secret information);
the environmental safety (influence on the environment), etc.

In conclusion, it should be noted that the understanding
of the essence of critical infrastructure, knowledge of its constitu-
ent elements and the relationship between them and other facilities
of criminal encroachment has an important forensic importance.
This allows the prosecutor, investigator to correctly determine
the actual circumstances of the committing of a crime at such facili-
ties, to put forward versions regarding the essence of the event and its
causes, to establish the circle of probable suspects, to put forward
and to verify the reasonable versions. The knowledge of the loca-
tion and significance of a particular facility where a criminal event
occurred, will give the opportunity to establish the true intent
and focus of actions of perpetrators of a crime, will specify direc-
tions for the search of traces and other evidences, will help in their
search and seizure, in the general system of critical infrastructure.
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«00’€KTH
npeaMera

Barok O. Illono po3ymMiHHA MNOHATTH
KPHTHYHOI iHppacTpykTYpm» AK
KPHMMiHAJiCTHYHOTIO BUBYCHHS

AHoTamisi. Y HayKOBiil CTarTi aBTOp 3AIMCHIOE OIS
HAyKOBHUX JTyMOK MPOBIIHUX BYCHHUX I[OJ0 PO3YMIHHS TepMiHA
«iHppactpykrypay. CyuyacHe pO3yMiHHS iH(pacTpyKTypu
CTIPUAMAETHCSI TKKOMITIEKC B3a€MOTIOB I3aHUX 00 CITy TOBYFOUHX
CTPYKTYp, SKi CTAaHOBJIATH Ta/ab0 3a0e3NeUyI0Th OCHOBY LIS
BUpilIeHHs Tpobnemu (3aBaanHs). Ha ocHOBI aHalizy AyMOK
MIPOBIHUX BUEHHX aBTOP JOXOAMTH JIOTIYHOTO BUCHOBKY IO
T€, PO3YMIHHS CYyTHOCTi 00’€KTiB KpUTUYHOI 1HPACTPYKTypH
1 3HAHHS TOTO, IO BOHU BIHECEHI IO OCOOIMBHUX 00’ €KTIB,
BYHHEHHS 3JI0YMHIB Ha IKUX MOYKE TTPU3BECTH 10 BHHUKHEHHS
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Ha/I3BUYAHUX CUTYyalil, Ma€ BaXJIMBE KPUMIHAJIICTHYHE
3HayeHHs. lle BIUIMBac Ha OpraHizaliio  JOCYZOBOTO
po3ciiyBaHHS 3a BUsBICHHMM (akToM TOAii 3 O3HAKaAMH
3JI0YMHY, Ha TIOPAJOK 1 MEXi B3aeMopii CIiA40ro 3 iHIIUMHU
JICPI)KaBHUMH Ta HEIEP)KaBHIUMU CTPYKTYpPaMHU, Ha BUCYHEHHS
1 IepeBipKy BepCii II0/I0 CIPABKHBOT METH 3I0YMHHUX JIiif, Ha
TaKTHUKy NPOBEIECHHS OKPEMHUX CIIIUUX il Tomo. Bix nporo
3aJIeKHUTh 1 MPAaBUIBHICT 3aJyYSHHsI CIITYAM CIICIiallicTiB,
BHUKOPHCTAHHS TEXHIKO-KPUMIHATICTHYHHX 3aco0iB,
MIPU3HAYCHHS CYJI0BUX EKCIIEPTH3 1 OPMYITIOBaHHS MUTAHb HA
BUpIIIEHHS eKClepTy Ta iH. He3HnauHa 3a HacnifkaMu 1ofis Ha
00’€KTI KPUTHYHOI IHPPACTPYKTYpH MOKE OYTH Pe3yJabTaToM
HEBJIAJIOTO 3JI0YMHHOIO MOCATaHHSA Ha poOOTY BCi€l cucteMu
XKUTTe3a0e3nedeHHs perioHy. HeBMIiHHS ClIiAYOro po3mizHaTH
(bakTHuHI OOCTaBMHHU MOJIT MOXE TPHU3BECTH N0 YXHICHHS
CIPaBKXHBOTO 3JIOYMHLIS BiJl KPUMIHATIBHOT BiAMOBIIAIBHOCTI
Ta CTBOPEHHS YMOB JUIS ITOBTOPHOTO BYMHEHHS iHIIOTO, aje
OinpII HEOE3MEeYHOTO 1 3 KPaIloko MiATOTOBKOIO MOCSTaHHS Ha
00’€KT KpUTHUYHOT iHPPACTPYKTYpH. ABTOp pOOUTH BUCHOBOK,
mo 00’€KTH KPUTHYHOI 1HGPACTPYKTypH € BaxKIMBUMHU
00’€KTaM¥ KPUMIHAJICTUYHOTO BUBYEHHS, OCKUIBKU 3HAHHS
MiCIIsl | 3HAYEHHSI IEBHOTO 00’ €KTa, Ha IKOMY CTajIacs 3JI0YHMHHA
HOJIisl, B 3arajibHill CUCTEMI KPUTUYHOT iHYPACTPYKTYpH AACTh
3MOI'Yy BCTQHOBHUTH CIIPaBXHIH yMHCeT 1 CIpPSIMOBaHICTb
Il Cy0’€KTIB 3JI0YMHY, BKQ)XKE HAMPSAMH JJIs TOLIYKY CIiIiB
Ta HIINX JI0Ka3iB, JOMOMOXE Y iX MOLIYKY Ta BUIYYCHHI.

Karouosi cJIOBA: 3JI04MH, KpUMIHAJIICTHKA,
iHQpacTpyKkTypa,  3a0e3nedyeHHs, 00 €KTH,  KPUTHYHA
iH(pacTpyKTypa.




