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FEATURES OF USE OF SPECIAL KNOWLEDGE WITH THE
PURPOSE OF INTRODUCING PERSONALITY OF CRIME

Summary. During the investigation the investigator faces
an important and quite sophisticated task of the establishment
of the guilty person, its detection and detention in order to
prosecute. The success and effectiveness of such an activity
depends ontheinvestigator's ability to work with the information
and take advantage of the variety of tools available to him,
among which important place belongs to a special knowledge.

During the investigation investigator can use his special
knowledge, as well as he can utilize the aid of specialists
and experts. Such special knowledge can be used to search
and preliminary evaluation of certain information by
investigators and specialists, for the purpose of advising before
and during the investigation, in the form of expert research.

Special knowledge of the investigator, specialist
and expert allow to reveal various information that can indicate
the characteristic features of appearance, character, behavior
of the person of an unknown criminal. Assessing the situation
from the point of view of the use of specialized knowledge
allows us to model the identity of an unknown offender,
which is extremely important especially at the initial stage
of the investigation.

The use of specialist knowledge allows the investigator
to detect the existence of certain negative circumstances
at the scene. Timely identification of circumstances that do
not reflect the true picture of the criminal event avoids making
wrong decisions and making mistakes. Also, the detection
of negative circumstances can lead the investigator to choose
the right direction for the investigation.

An important area of use of specialized knowledge in
the search and identification of the offender is the application
of knowledge in the field of information technology. Today,
the investigation of many crimes requires the investigation
of crimes that remain in cyberspace.

Key words: crime, trace, material traces, perfect traces,
person of the offender, special knowledge, cybercrime,
cyberspace, virtual footprints.

Formulation of the problem. Crime detection and investigation
is a complex process information searching. It is aimed at knowing
the whole criminal event, its individual circumstances. Moreover, it is
directed to determine the circumstances that preceded the commission
of the crime and may have occurred after it was committed.

The process of crime investigation is related to the significant
intellectual efforts of the investigator and other participants
of the investigation. The ultimate purpose of the aforementioned
cognition is to identify the offender, the formation a strong evidence

base and transfer the materials of criminal investigation to court
with the aim of bringing the perpetrator to justice.

It should be noticed, that the scientific papers of many domestic
and foreign forensic scientists and criminalists are dedicated to
the issue of determining the nature of the investigation process, its
stages, objectives, and features of implementation.

Among them are YuP. Alenin, LI  Arkusha,
R.S. Belkin, AN. Vasylyliev, V.I. Hromov, L.Ya. Drapkin,
A.V. Dulov, Ye.P. Ishchenko, A.N. Kolesnichenko, V.S. Kuzmichov,
IM. Luzghin, YeD. Lukianchykov, VH. Lukashevych,
V.0. Obraztsov, L.D. Samyhin, V.V. Tishchenko, Yu.M. Chornous,
VM. Shevchuk, V.Yu. Shepitko, V.I. Shykanov and others.
Methodological basis are at the heart of the latest scientific research
of ways to optimize and refine the investigation process. They are
embedded in the scientific papers of mentioned above researches.

Since the reformation of domestic criminal procedural
legislation, informatization of society and improvement of forms
and methods of criminal activity, demands from criminalistics
constant updating of the tools for crime combating comply with
the needs of the practice.

Therefore, the issue of the use of special knowledge in crime
investigations deserves special attention, for solving a number
of tactical and strategic tasks that underpin the organization
and planning of the entire investigation. Their research determines
the purpose of the article.

Outline of the main research material. Various aspects
of the use of special knowledge during the investigation have been
considered by many forensic scientists as: T.V. Averianova, L.Yu.
Arotsker, V.P. Bakhin, R.S. Bielkin, A 1. Vinberh, V.H. Honcharenko,
HL. Hranovskyi, HI.  Hramovych, A.V. Ishchenko,
P.P. Ishchenko, N.1. Klymenko, V.0. Konovalova, M. V. Kostytskyi,
VK. Lysychenko, VH. Lukashevych, O.R. Rossynska,
M.V. Saltevskyi and others. However, not all of the problematic
issues regarding the nature and content of specialist knowledge,
their forms and potential impact on investigation received a final
and unconditional solution. In particular, solving such a strategic
task as identifying the offender [13, c. 154], quite often it requires
the use of specialist knowledge of the investigator, prosecutor,
specialist or expert. This issue still remains relevant and requires
the close attention of scientists. This is due to the constant
development of technical and natural sciences, and adaptation
of their achievements to the needs of investigative and expert
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practice. In addition, the informatization and technologicalization
of society leads to the expansion of spheres of human activities, as
well as to expand the spheres of criminal activity.

It should be emphasized that forms of usage of special
knowledge to obtain information about an unknown offender
and the identification of his personality can be quite diverse.

Firstly, a variety of investigative actions and unspoken investigative
actions are a procedural means of gathering information about
the circumstances of a criminal event. During the aforementioned
investigative actions special knowledge can be applied directly by
the investigator or by using the aid of a specialist. It can be done while
searching, detection, fixation, removal and preliminary investigation
of certain objects, documents, traces and crime scene. Model of crime
can be built by comprehensive and deep understanding material
reflection of the crime and criminal behavior of a person, conditions
and psychological processes of the criminal event 7, c. 79]. Moreover,
it allows to simulate the identity of the offender his anthropological,
socio-demographic, and psychological (psychological-behavioral)
portraits [6]. The success of the process of modeling the offender's
personality directly depends on the investigator's personal ability or
with the aid of specialist, analyze and evaluate each element of the scene
of crime, and in their relationship with each other.

From our point of view, Separate study of traces, objects
and documents has declarative nature, allows to evaluate the general
characteristics and properties of the object which left the track, or
evaluate an information, which contained on the surface of detected
objects and documents, or in their contents.

However, the application of the study of traces, objects,
and documents is acquired in the course of analysing
the relationships that exist between them. The analysis of such
relationships in aggregate allows us to build a three-dimensional
picture of the criminal event, the identity of the offender and his
behaviour. In most cases, the proper assessment of the traces, objects
and documents directly depends on the timeliness and completeness
of the application of certain special knowledge. Including in those
cases, when the traces of the crime are forged by the criminal
and the objects or documents were intentionally modified or
tampered with to conceal the very fact of the criminal event, motives
for committing a crime or personal involvement in the offense.

Initially investigating the crime identifying and searching
for the personality of an unknown offender directly depends on
the objectivity of the preliminary assessment by the investigator or
specialist of all traces of the crime (in their broad sense [For more
information, see.: 4]) and timely identification of traces of staging —
negative circumstances. Yu.P. Alenin and V.V. Tishchenko consider
the mockery of a crime as a form of creating criminal evidence to
mislead [1, c. 15], thus returning his attention from the identity
of the perpetrator. Ye.M. Rozhyk proposes to consider negative
circumstances as one of the consequences of a crime which
is part of a double reflection of a criminal event both in
the mind of the offender and the investigator [11, c. 130-131]. Thus,
the detection of negative circumstances has double importance to
the investigation: on the one hand, the timeliness of certain changes
made by the offender in the crime scene allows the investigator
to avoid choosing the wrong direction of investigation, on
the other — it allows you to make assumptions about certain special
skills of the offender (especially where negative circumstances
cannot be identified without the use of special knowledge), level
of his intellectual development, education and so on.

Often, the investigator is faced with the problem of detecting
traces of staging during the inspection of the crime scene. Scientists
and practitioners have always agreed that the review is the most
informative for investigation, because it always has important
tactical tasks, in particular: study and fixation of the crime scene
in order to identify the nature and mechanism of the crime;
identifying and removing traces of crime that may later be used
as a sources of evidential information; establishing the features
that characterize the persons involved in the crime; fixation
of features which are inherent to the victim and another object
of encroachment; establishing circumstances that always take
into account the objective side of the crime (the time, the manner
of its commission, the actions of the criminal at the crime scene,
the consequences of the criminal acts); establishment of signs
which indicate the motive and purpose of the crime; establishing
the circumstances that facilitate the commission of the crime, etc.
[10,c. 13].

Specificity of the review is searching, detection, capture
and analysis by investigator the features, properties, status
and relative location of objects, which are relevant to criminal
investigation [8, c. 118], in particular, a detailed study of the crime
scene.

From our point of view, the concept of “crime scene” in
criminalistics literature has two approaches to understanding:
narrow and broad. In the narrow, it is the setting of the crime scene as
a set of objects of the material world; in the broad — a larger category
that characterizes a set of factors, which explains the set of factors
that influence criminal activity in the process of its preparation,
committing and further concealing and reflects the behaviour
of direct and indirect participants in the crime. However very
often personal knowledge and experience of the investigator is not
enough to solve all these tasks and a thorough study of the crime
scene in its broadest sense.

It should be notice, that the study of the immediate crime scene
requires a combination of prior and expert research. A.F. Volobuiev
considers prior research as a kind of cognitive activity which has non-
procedural nature and carried out by the investigator independently,
and with the involvement of a specialist in the scrutinizing
and evaluation of the material traces of the crime discovered in
the course of investigative actions. In this process, the investigator or
specialist, using his or her specific knowledge and applying scientific
and technical means and methods: a) determines the relativity
of the detected traces to the investigated event; b) establishes
the mechanism of their formation and the signs of trace-forming
objects; c) receives indicative data about the anatomical, professional
and other characteristics of the perpetrator, about the mechanism
of the crime and other circumstances that are relevant in the case
[3, c. 13-14]. Preliminary research allows the investigator: a) assess
the situation in which the investigation will take place; b) identify
the main directions of the criminal’s searching; c) create a plan
of priority investigative and detective actions that should be carried
out for this purpose. Expert research also provides the investigator
with information regarding the reasonable assumptions about
the circumstances of the event and the offender, as they are based on
specific research results.

Therefore, in addition, the conduction of expertise is an important
form of using special knowledge to obtain information about
the offender. According to their results, a person may be identified
by fingerprints found at the crime scene or on the instruments or
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other objects of a criminal assault discovered during the course
of the investigation during the realization of investigative actions
(inspection, search, examination, investigative experiment, etc.).
Also, an expert can establish various features of the offender: age,
gender, height, constitution, certain functional characteristics,
professional skills, psychological characteristics of the offender.
This information about the identity of the unknown offender can be
obtained from the results of various judicial examinations, including
fingerprinting, tracological examination of footprints or bare feet,
forensic, biological, ballistic, handwriting and other examinations.

Moreover, the special knowledge of the investigator and expert
can be used to prepare for the conduct of investigative actions
involving the suspect or witness in cases where the investigator
needs to be trained and consulted on the use of certain knowledge.
Such knowledge can be used in various investigative activities
and will allow the investigator to obtain new or confirm available
information about the offender's identity.

Also currently there is a group of crimes, which investigation is
basically impossible without special knowledge. These are crimes
that are referred to as “cybercrime” (or “cybercriminality”). This
concept was first introduced in foreign literature in the 1960 s
[9, p. 173].

Modern developed world faces the problem when cybercrime
poses a significant threat and causes significant damage t to people
around the world.

Modern developed world faces the problem when cybercrime
poses a significant threat and causes significant damage to citizens
of Ukraine as well as to people around the world. The legal definition
of cybercrime is absent in national legislation, which gives rise to
constant discussions among scientists about the nature and content
of this manifestation of crime and the different approaches to
the classification of wrongdoing that may be attributed to a particular
group of offenses by one or another attribute.

The specificity of identifying the personality of an unknown
criminal in a cybercrime investigation is related to the particularities
of the mechanism of this kind of crime, to which scientists include:
increased concealment of the fact and method of committing
the crime, which is ensured by the specificity of the network
information space; the cross-border nature of network crimes,
where the offender, the target of the criminal offense, the victim
may reside in the territories of different states; remote nature
of criminal acts in the absence of physical contact between
the offender and the victim; special skills of the offender, intellectual
character of criminal activity; non-standardity, complexity, variety
and frequent updating of crimes and special technical means which
are used; the possibility of committing a crime in an automatic
mode in several places at the same time; the use of computers as
tools of crime; the multi-episode nature of the crime and the large
number of victims; the ignorance of the victims that they were
victims of crime [9, p. 175-176].

Therefore, identifying information about the identity
of a cybercrime perpetrator is directly related to the study
of the perpetration of such a crime — cyberspace [For more details
see: 5]. O.A. Samoilenko notes that cyberspace simultaneously
acts as a place of formation of traces of crime and a source
of tools and means of implementing the mechanism of criminal
assault [12, p. 181]. Moreover, along with the traditional traces
of a criminal event, such as fingerprints, footprints, blood, saliva,
memories of victims and witnesses, for cybercrime is characterized

by the formation of a criminal’s trace in cyberspace — certain
information networks. A.H. Volevodz notes that computer
information can be both source of information about the offender
and his / her illegal activities, as well as a direct trace of the crime
[2, p. 4] - its virtual reflection, formed in cyberspace or stored on
special media of digital information as a result of the offender's
actions in order to realize a certain criminal intent. Finding,
detecting, fixing, deleting, and further investigating such “virtual
footprints” requires the use of special knowledge. The ability to
investigate information contained in “virtual footprints” that can
be used to identify an unknown criminal is related to the existence
of special log files (LOGs) of streaming data. Such registers may
contain user information and messages transmitted. This can be
information about your name, address, date of birth, phone number,
bank card information, email address, browsing history, etc.
However, finding this information requires some effort on the part
of the person with special knowledge.

Conclusions. To sum up, the usage of special knowledge to
identify the offender is implemented not only within the framework
of individual examinations, as a solely or a single action, but as
some ongoing activity, which is an integral part of the criminal
investigation. The usage of certain special knowledge is realized
directly on the background of the investigative activity itself
and serves as one of its tools for dealing with evidence and oriented
information about the offender. The role of the utilization of special
knowledge in the investigation for the purpose of establishing all
the circumstances of the criminal event and identifying and exposing
the offender is extremely high and varies depending on the category
of investigated crime.
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I'pecs 1O. O., Iunty B. A. Oco6auBOCTi BUKOPHCTAHHS
creliaIbHUX 3HAaHb 3 METOK BCTAHOBJIEHHA 0co0H
3JI0YHHIIS

Awuorauisi. TTix yac 3mifiCHeHHs PO3CITiTyBaHHS TIepe CITifT-
YUM I0CTA€ BaXKIIUBE Ta JOCUTh CKJIAHE 3aBJIAHHS, 110 CTOCYEThCS
BCTAHOBJICHHS] BUHHOI 0COOW, i BUSBIICHHS i 3aTpUMaHHS 3 METOIO
NPUTSTHEHHST 10 KPUMIHAJIBHOI BiANOBIAAIBHOCTI. YCIIIIHICTD
1 pe3yNBTaTHUBHICTb TaKOI AiSUIbHOCTI IPSIMO 3aJIEKUTh Bijl YMiHHS
CIITYOrO MpALoBaTy 3 iH(OpMALIi€r0 Ta KOPUCTYBATUCS BCIM Pi3-
HOMAHITTAM HasIBHOTO B HHOTO IHCTPYMEHTApIt0, Cepe/] IKOTO BaK-
JIMBE MiCIIe TIOCIIat0Th crienianbHi 3HaHHsL. [1i1 yac po3citiryBaHHs
CITUMiA MOXE KOPHCTYBaTHCSl BIIACHHMH CIICI[AIbHUMU 3HAH-
HSMU, a TAKOXK 3BEPTATUCS [0 CHELialiCTiB Ta ekcepTiB. Taki cre-
IiaJIbHI 3HAHHS MOXKYTh BUKOPHCTOBYBATHCS UL TIOIIYKY i more-
PEIHBOTO OLIHIOBAHHSI IIEBHOT iH(opMaLii ciguuM i crenianicTom
3 METOI KOHCYJIBTYBaHHSI JIO W TiJ| Yac MPOBEACHHS CIITUUX il
Y BUIISIIi TPOBEZICHHSI €KCIICPTHUX JI0CITIJDKCHb.
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CrieriasibHi 3HaHHS CJIIUOTrO, CHEIialicTa Ta eKcrepra
JIAf0Th 3MOTY BUSIBILITH Pi3HOMAaHITHY iH(pOpMaIito, IO MOXe
BKa3aTH Ha XapaKTepHi OCOOIMBOCTI 30BHILIHOCTI, Xapak-
Tepy, MOBEAIHKK 0COOM HEBiIOMOTO 37M04MHI. OUiHIOBaHHS
00CTaHOBKM Micus MoJii 3 MO3UIT BUKOPUCTAHHS CHeEliajlb-
HUX 3HAHb JIa€ MOXIIUBICTH 3MOJICIIOBATH 0CO0Y HEBIZIOMOTO
3JI0YMHIIS, TIO € HA/I3BUYAIHO BOXKIMBIM OCOOJMBO Ha MOYAT-
KOBOMY €Talli pO3CiIi{yBaHHSI.

3acTocyBaHHS CIeiaIbHUX 3HAHb JA€ CIITIOMY 3MOTY
BUSIBUTH ICHYBaHHS MEBHHX HETaTMBHUX OOCTAaBUH Ha Micli
nozii. CBoevacHe BCTAHOBJICHHSI 0OCTaBUH, 1110 HE BijoOpaka-
IOTh JIHCHY KapTHHY 3JI0YMHHOI MOAIi, TONOMarae YHUKHYTH
HOPUMHATTS XUOHUX pillleHb 1 MOMMWIOK. TakoX BHSBICHHS
HETaTUBHMAX OOCTaBMH MO)KE€ HABECTH CIIITYOTO Ha IPABUIIb-
HUH BUOip HanpsMy 3A1HCHEHHS PO3CHIiyBaHHS.

BaxxnmuBuM HampsiMOM BHUKOPHCTaHHS CIELiaJbHUX 3HaHb
i Yac TMOIIYKY W YCTaHOBJICHHS 3JIOYUHI € 3aCTOCYBaHHS
3HaHb y cepi iHpopmaniliHux TexHonoriid. CboroaHi po3cii-
JTyBaHHsI 0araTboX 3JI0YMHIB BUMAra€ JOCIIKCHHS 3JI0UHHIB,
1110 CKOIOIOThCA B KiOepmpocTopi.

KawuoBi cjoBa: 3710uuH, citiff, MarepianbHi Ciau, ije-
aJbHI cIiay, ocoba 3JI0YMHIL, CIeliaibHi 3HaHHA, Kibep3io-
YMHHICTh, KiOepIpPOCTip, BIpTyasIbHi CIiAH.




