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RJIACUOIKALIIA RIBEP3JIOYNHIB ITPOTH BJIACHOCTI

AHoranis. Y CTaTTi po3IISHYTO 3aXO[H, BXHTI B 3aKO-
HOJABYIH, THCTUTYIIHHINA cdepi B YKpaiHi, HaNPSMH HAyKO-
BO-KPHMIHATICTHYHOTO 3a0€3MeueHHsI, CIIPSIMOBaHI Ha OOpPOTh-
Oy 3 ki0ep3/10YHHHICTIO. BU3HAUEHO MOHATTS «KiOEp3I0UnHY»
MPOTH BIACHOCTI Ta HaJaHO aBTOPCHKY KiIacH(iKaiito i€l
TPYIH 3JI0YHHIB.

KurouoBi ciroBa: xibep3mounH, kibepOesneka, kKiacudika-
1is1 KIOEp3JI0YKHIB, KiOEP3JIOYMHH TIPOTH BIACHOCTI.

IocranoBka mpodmemu. Ha cydacHoMy erami po3BUTKY 3a-
KOHOJABCTBA HAI[IOHABHOTO PIBHA BIICYTHE YHIBEPCATbHE BH3HA-
YeHHS «kibep3nountyy. TepMiH «KiOep3noduHy NopiBHAHO HOBHIA
1 YTBOpEHHIT CTIONYYEHHAM JIBOX CITiB: «Kibepy i «3mouuny. TepMin
«KiOep» Mae Ha yBa3i MOHATTS KiOeprmpocTopy Ta iHQOpMAIiiiHOTO
TIPOCTOPY, SIKI YTBOPIOIOTHCS 33 JOMOMOTOI0 KOMIT FOTEPHHX 3ac0-
0iB. Kibep3modus — e caMOCTiiHIH B KOMII TOTEPHAX 3T0YHHIB,
00’€KTOM SIKOTO € PISHOPIIHI CYCIITbHI BITHOCHHH, a Kibep3moun-
HU TIPOTH BIACHOCTI € JIMLIE YACTHHOIO BChOTO CIICKTPY 3M0UHHIB,
SIKI BYUHSFOTH Y KIOEPIPOCTOP.

AHani3 ocTaHHiX gocaifkens i mybaikanii. Busuennio mu-
TaHHA KiOEP3MOUMHHOCTI B PI3HUX acTeKTaX MPHCBAUCH] HAYKOBI
npani K. bensxosa, B. binoyc, B. Byrysosa, A. BoiiuixoBcbkoro,
O. Bomeson3a, JI. T'anoscbkoro, B. Tomybesa, B. I'ycmascbko-
ro, 0. Hopoxinoi, M. JlutBunosa, E. Pmkkosa, B. Po3oscrkoro,
T. Tpomiuoi, B. Lumbantok, O. FOxHo.

Mera cTatTi - BUCBITINTH TO3MIIii HAYKOBIIIB Ta CHOPMYBATH
aBTOPCBKY KJIACH(iKaIlito KiOep3/104MHIB POTH BIACHOCTI,

Bukaax ocroBHoro martepiamy gocmigkenns. [lowar-
T8 «KiOEp3TOUMHHICTE» HaCTO BKMBAETHCA MOPSA 13 TOHATTAMH
«KOMIT FOTEpHA 3MI0YMHHICTBY, «3MOUMHHICTD Y cepi BUCOKUX (iH-
(opMamiiHIX) TEXHOMOTII», «BHCOKOTEXHOJOTTYHA 3TOTMHHICTE
Tomto. Kpuminanshuii konexe (nami — KK) Yxpainu onepye tepmi-
HOM «3J104MHH Y cepi BUKOPUCTAHHS eNeKTPOHHO-00YHCITIOBAIb-
HUX ManIuH (KOMIT I0TEPiB), CHCTEM Ta KOMII TOTEPHIX MEPEX 1 Me-
PEK ENEKTPO3B A3KY».

YnHHe yKpaiHChKe 3aKOHOJABCTBO HE MICTHTH MOHATTA «Ki-
Oep3nourHy» Ta «KiOep3IOUMHY IPOTH BIACHOCTI). 30KpEMa, YHH-
HuM KK Vipainu nependaueso kpuMiHanbHy BiITOBiAaTbHICTS 3a
TaKi MIPaBOTOPYIICHHS

1) HecaHKIiIOHOBAHE BTPYYaHHS B po0OTY €eKTPOHHO-00YHC-
TMOBANILHAX MAIIMH (KOMITIOTEpIB), ABTOMATH30BAHUX CHCTEM,
KOMIT IOTEPHHX MEPEsK Ui MEPEeK eeKTpo3B Ky (cT. 361);

2) CTBOPEHHS 3 METOI) BUKOPHUCTAHHS, PO3IOBCIOLKEHHS a00
30yTy WIKIMIMBIX MPOTPAMHKX YH TEXHIYHIX 3aC001B, @ TAKOXK iXHE
PO3MOBCHOPKEHHS a00 30yT (cT. 361-1);

3) HecaHkuioHOBaHi 30yT a00 PO3MOBCIOMKEHHS iH(pOpMAL]
3 0OMEKEHUM TOCTYIIOM, SIKa 30epiracThes B €EKTPOHHO-00UHC-
TMOBANBHAX MAIIMHAX (KOMII'10TEpax), aBTOMATH30BAHUX CHCTE-
Max, KOMIT'IOTEpHIX Mepexkax a0o Ha HOCIIX Takoi iHMopmamii
(ct. 361-2);

4) HecankuioHoBaui Aii 3 iHpopmawieo, ska 00pOOILETHCS
B €JEKTPOHHO-00UNCITIOBATEHIX MAIIMHAX (KOMIT' FOTEpax), aBTo-

MATH30BAHKX CHCTEMaX, KOMIT TOTEPHUX Mepekax abo 30epiraeThb-
cs Ha HOCIAX TaKoi iH(opMarii, BarHEHi 000010, AKa Mae TMPaBo
Joctymy 710 Hei (cT. 362);

S) TOpYIICHHS NpABUN EKCILTyaTallii eNeKTPOHHO-00uHC-
TMOBANLHAX MAIIMH (KOMITFOTEpIB), ABTOMATH30BAHHUX CHCTEM,
KOMIT FOTEPHUX MEPEX Ui MEPEK EIEKTPO3B 3Ky ab0 MOPSAKY 4K
TIPaBIIT 3aXKCTy iH(OpMATIii, Ka B HIX 00poOmIseThes (CT. 363);

6) TepemKOmKaHHS POOOTI eTEKTPOHHO-00HCITIOBATLHIX Ma-
IHH (KOMIT'TOTEPIB), ABTOMATH30BAHUX CHCTEM, KOMIT HOTEPHHX
MEPEXK UM MEPEekK eNEKTPO3B 3Ky LIUIAXOM MacoBOTO PO3MOBCIO-
JDKCHHS TIOBIIOMIICHD €eKTPO3B 3Ky (cT. 363-1).

{omo kibep3moumniB mpotu BiacHocTi, ynHAMA KK Yipainu
niependavac BiAMOBIATHHICTS JTHIIE 32 3MOYMHH, TlependadeHi J. 3.
cT. 190 KK Yxpainu. Tomy BiTUM3HAHE 3aKOHOTABCTBO JIHIIE JaCT-
KOBO 3aI0BOJIbHSIE MOTPEOU CHOTOJICHHS, OCKLTbKH HE MICTHTh BH-
3HAYEHHS TIOHATB, AIKI € 6a30BUMH Y cepi hopMyBaHHS AepKaBHOT
iHdpactpykTypH iHbopMaLiiHOi Oe3neku, Ta BUYEPIHOTO Teperi-
Ky 3J04HHIB Y il cepi.

Crnix 3a3HaYMTH, MO BIICYTHICTH HOPMATHBHO-IPABOBOTO
BU3HAYCHHS KITIOUOBUX TEPMIHIB CTPHUMHIE YNCICHHI HAYKOBI
THCKYCii. 30KkpeMa, OKpeMi aBTOPH BBAKAIOTH, IO KOMIT 0TEPHI
3II0YMHA Ta KiOEP3MOYMHHU € PI3HUMH BHJAMH 310YHHIB Y cdepi
BICOKHX iH(OpMALiHHIX TEXHONOT1i, Knacudikais akux Bin0y-
BA€ThCS 32 TAKUMH 03HAKAMH: 3aPaXyBAHHS TIEBHUX 3J10YHHIB JI0
KOMIT FOTEPHHX € 3HAPSAIAM BUMHEHHS 3MOUMHY — KOMIT I0TepHa
TeXHiKa, 3a3HAYAI09H, 10 00 €KTOM MOCATAHHS € CYCTiTbHI Bifl-
HOCHHH Y cepi aBToMaTn30BaHoi 00po0KH iH(opMarii; crenu-
(iuHe cepe/IOBHIIE BAMHEHHS 30YUHIB — KibeprpocTip (cepero-
BHLLE KOMIT FOTEPHUX CHCTEM Ta MEPEXK).

Bozxnoyac 00°€kTOM 37I0YMHHOTO MOCSATaHHS MOXKYTb OyTH
BIIHOCHHH OY/Ib-SKOT Tamy3i MOACHKOI IiSIBHOCTI, IO MA€ CBiii
TnposiB y kibepmpoctopi. [1pu oMy BKa3yeThes Ha MepeiK mpo-
TUTIPABHAUX JisHb, AKi epenoadeHi B Konsentii Ta [lomarkoBo-
MY HPOTOKOJI JI0 Hel. BiMOBIAHO /10 1bOTO, MOKEMO 3a3HAYMTH,
IO JIMIE JiSHHA i3 1BOTO MEPENiKy MOXKYTh TPaKTYBATHCS SK
Kkibep3mnounnn [1, c. 119].

Jlesiki BueHi He TOTOKYIOTBCS 3 TO3HIEI HAYKOBIIB, SKi
PO3TIANAIOTH KiOep3IounHy SIK TaKi, M0 BUMHEHI B iH(OpMaIiii-
HOMY CEpEIOBHIII POTH IHMOPMAIIHAX pecypciB, T0OTO y cdepi
KOMIT 10TepHoi iHpopMmarii abo 3a 10moMoroo iHpopMamiiiHux 3a-
co0iB. Ha mymKy ocranHix, TepMinu «iHdopMaIiiHe cepeoBuIe,
«IH(opMaLiiiHi pecypeny, «iHYOpMaLLiiHi 3aco0m» € HajTo 3aralb-
HUMH JUIS C)epH BUKOPHCTAHHS KOMIT FOTEPHUX CHCTEM 1 HE Po3-
KPHBAIOTH CYTi TPOIIECIB aBTOMATH30BaHOI 00poOKM iH(popMartii.
Kpim ToTO, yueHi BOAYaroTh 3araqbHOI0 03HAKOK MPOTHIIPABHAX
TistHb, iepeoayeHnx Konneritieto Ta J{ofaTKOBEM MPOTOKOIOM 10
Hel, Te, 110 TXHE BUMHEHHS 0€3M0CePeIHbO TOB’ I3aHe 3 BUKOPHC-
TaHHSAM PECYPCiB KOMII'IOTEPHAX CHCTEM (BYMHEHHS 3a JIOTIOMO-
TOI0 KOMIT FOTEPHHX CHCTEM a0 yepe3 KOMIT I0TepHi CHCTEMH), AKi,
Y CBOIO YEpry, € CEpEIOBUIIEM PO3MOBCIOMKEHHS KiOEp3IOUHHiB.
Komm’toTepHi 1aHi mpH IIbOMY, Ha IXHIO JYMKY, CTIil PO3TISIATH
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AK IHQOPMAITIHHMIT pecypc KOMIT IOTEPHIX CHCTEM, a KOMII I0Tep-
Hi Mepeski — AK PI3HOBHJ KOMIT I0TepHIX crucTeM. Ha ocHOBi mi€i
TO3HII, KiOEpP3MOUMHN BAPTO BBAKATH TAKWAMH, MO BYMHIIOTH-
¢S 32 JIOTIOMOT010 a00 [epe3 KOMIT'FOTEpHi CHCTEMH UH TIOB’s3aHi
3 KOMIT TOTePHIMH CHCTEMAMI, TOOTO i3 CYKYTHICTIO TIPUCTPOIB, 13
AKUX OJHH 9H OiTbIITe, BIIIOBITHO 10 TIEBHOI MPOTPaMH, BUKOHYE
aBTOMATHYHY 00po0Ky Janux [2, ¢. 90-92].

JlominbHO BKA3aTH, MO MOHATTA «KiOEp3TOUMHY» BKUBAIOTH
K CHHOHIM TOHATTS «KOMIT I0TEPHHUIT 3M0YMH) 1 «3M04HH Y chepi
KOMIT 10TepHOi iHdOopMartii», oCKiMbkK iX 00’€/Hye BHKOpHCTaH-
H 3aC001B KOMII T0TEPHOT TEXHIKH JU1s BUMHEHHA 3m0umHy. [Ipote
€ i ICTOTHI BIIMIHHOCTI. AK€ BOIHOUAC i3 MOMEPEAHbOI0, Y Ha-
VKOBIif JTiTEPaTypi BUCBITIIOETHCSA TyMKA TPO Te, MO TEPMIH «Ki-
0Oep3MounH» BYKUHMIT 32 TIOHATTS «3MOYMH B c(epi KOMI 10TepHOT
iHQopmaii» [3, c. 85-86]. Taxuit miaxin 0asyeThes HA TOMY, 110
JI0 TPOTHTPABHOTO BUKOPUCTAHHS KiOEPHETHYHHX KOMIT FOTEp-
HUX MEpEK HaleKHTh HECAHKI[IOHOBAHE OTPUMAHHS NpaB Kepy-
BaHHS TAKOK) CHCTEMOIO (HAIPHKIAJ, BUKOPUCTAHHS IIKIIBOIO
IPOrPaMHOTO 3a0€3MEUCHHS, CIIOTBOPEHHS iH(popMaIlii Tpo cTaH
00’ekTa B KaHali 3BOPOTHOTO 3B’S3KY, CTIOTBOPEHHS KEPYIOYOro
CHTHANy B KaHal MPSIMOTO 3B’S3Ky TOIIO), Ti HEpErIaMeHTOBa-
HE BUKOPUCTAHHS (HAMPUKIAJ, 13 METOK CIPUYMHEHHS aBapii Ha
BUPOOHMIUTBI, Je30praHizaiii AiSIBHOCTI TiNPHEMCTBA TOLIO), a
TaKOK CTBOPEHHS Ta BUKOPHCTAHHS 31 3MOYMHHOI0 METOKO OJIHi€l
KiOEpHETHYHOI KOMIT FOTEPHOI CHCTEMH MPOTH THIIMX (HAPUKIAT,
CTBOPEHHS Mepexi «30MOOBAHMX» KOMII'TOTEPIB ISl 3iHCHEHHS
arak Ha Be0-CaiiTH, CTBOPEHHS HECAHKLIOHOBAHOTO po00YOro Mic-
1 B CHCTEMI EMIEKTPOHHOTO TIepeKasy KOWITIB TOLLO).

[HIi BueHi BKa3yloTh, 1O Kibep3n04uH — Haibinbi HeOe3-
neyHe KibeprnpaBonopyeHHs, 3a SKe 3aKOHOAABCTBOM BCTAHOB-
JHOEThCS KPUMIHANBHA BiAMOBifanbHICTh [4, ¢. 85-86]. Takum
YUHOM, BOHH YiTKO BiIMEXKYBAIM KiOEP3IOUMH Ta 3M0YMH, IO
BUMHAETBCS 3 BUKOPHCTAHHAM KOMIT I0TEPHOT TEXHIKH, /16 MOKeE
it He Oyt Kibeprpoctopy.

Ha nanry gymxy, ki0ep310unHu — 11e CaMOCTIHHHUIT BT KOMIT F0-
TEPHIX 3NOYKHIB, 0 Ma€ 00’€KTOM Pi3HODI/HI CYCITiNIbHI BiTHO-
CHH, @ KiOep3J04MHHU TIPOTH BIACHOCTI € JIUIIIE YACTHHOK BCHOTO
CTIEKTPY 3MOYKHIB, BAMHIOBAHNX Y KibepIpocTOpi.

23 nucronaga 2001 poky Pama €spomu mpuitHsna Kos-
BEHIIIT0 TIpo Kibep3moumHHicTh [S], Aky Yipaina parndikysana
07 Bepecns 2005 poxy.

Bona mojtinse 3mo4mHy B KiOepmpocTopi Ha YOTHPH TPYITH.

Jlo mepmoi rpynu (37M04MHH, CTPAMOBAHI MPOTH KOHQI-
JEHIIHHOCTI, MITICHOCTI Ta TOCTYMHOCTI KOMIT FOTEPHHX JaHHMX
1 CHCTeM) HalexkKaTh TaKi: He3aKOHHUH TOCTYI (CT. 2), He3aKOHHE
nepexomnenns (cT. 3), mis Ha KoM IOTepHi daHi (cT. 4) abo Ha
CHCTEMH (CT. 5), IPOTH3aKOHHE BUKOPHCTAHHS CTIEIiaNbHIX TEX-
HIYHUX TPUCTPOIB (CT. 6).

Jlo npyroi Hanexarh 3MOYMHM, MOB’S3aHi 3 BUKOPHCTAHHIM
KOMIT'TOTEpHAX 3ac00iB, a came: (QambCh(iKaIis Ta MaxpaicTBO
3 BUKOPHCTAaHHAM [HTepHET-TexHOMOTiH (CT. 7, cT. § KonBeHii).

Tpetio Tpymy CKMAmarTh 3MOYMHH, TOB’S3aHI 3 KOHTCHTOM
(3MicTOM) 1aHHUX.

Jlo getBepTOl yBIlILIM TOPYIIEHHS aBTOPCHKOTO Ta CyMiXk-
HUX IIpaB.

Kpim Toro, Ha mogarky 2002 poky 1o Konsemiii gomaso mpo-
TOKOJ TPO IOJAHHS /[0 TIEPENiKy 3M0YMHIB TIOMMPEHHS iHhOpMAIii
PACHCTCHKOTO i IHILOTO 3MICTY, [0 3yMOBJIFOE HACHIBHUIIBKI i,
HEHaBHCTh 200 JMCKPUMIHALIII0 OKpEeMOi 0cO0H K TpymH 0ci0, 1o
IPYHTYIOTBCS Ha PACOBIi, HAIlIOHAMbHIH, peMiriiHiil, eTHIYHIi MpH-
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HANEXKHOCTI. TakuM 9HHOM, Tepmmit po3nin KoHBeHii mprcBse-
HO BHJAM MisfHb, SKi MiIIATAI0Th KpUMiHami3amii. Jlpyrait posmin
BHCBITITIOE TIPOTIECYATbHI aCTIEKTH O0POTEOM 3 KiOep3TOIHHHICTIO.

Binmoginao 1o Komsewmii Pamu €Bpormm mpo kibep3mouns-
HICTb, KiOEP37I0UMHI MOKHA YMOBHO TIOTLTHTH HA YOTHPH TPYIIN:

1) mpaBomopymeHHS TPOTH KOH(IAEHIIHHOCTI, WITICHOCTI
Ta JOCTYIHOCTI KOMIT'TOTEPHHX JaHMX i CHCTeM (HE3aKOHHHMII J[0-
CTYTI, HElleraibHe TIePeXOMICHHS KOMIT FOTEPHHX JaHNX, BTPYYaH-
HSl B JIaH], BTPYUYaHHs B CHCTEMY, 3MOBKIBAHHS IIPHCTPOSIMH);

2) mpaBoNOpYyUICHHS, TOB’S3aH1 3 KOMII'toTepamu (TiapoOka
Ta IAXpaicTBO, OB’ A3aHi 3 KOMIT FOTEpaMH );

3) mpaBoMOpYIIEHHS, OB’ S13aHi 31 3MICTOM (TIPaBOMIOPYIICHH,
10 CTOCYIOTBCS AUTAYOT TIOpHOTpadii);

4) npaBomOpyIIeHH s, TI0B’A3aH1 3 ABTOPCHKUMHU 1 CYMIKHAMH
npaBam [6, 1. 2-10].

Jlesixi HayKOBILi IPOTIOHYIOTh OAUTHTH KiOEP3OUNHH Ha arpe-
CHBHI Ta HearpecusHi. Tak, 70 mepiioi rpymu Halexarb Kibepre-
popu3M, TIorpo3a (Bi3udHOT po3npaBH (HAMPHKIaL, Iepeaana yepes
ENIEKTPOHHY TOWTY), KibeprepeciixyBanHs, KibepcTankinr (mpo-
TUIIPaBHE CEKCyalbHE I0MAaraHHs Ta TepeciixyBaHHs iHIIoi 0co-
on vepes [uTepHeT), MTA4a nopHorpadis (CTBOPEHHS TOPHOrpa-
(iuHMX MatepianiB i3 300paKEHHAM IiTeH, PO3MOBCIOMKCHHS LHX
MartepianiB, OTPUMAHHS JOCTYIy 10 HuX). [lpyra rpyma OXoroe
KibepKkpaziKKy, KibepBaHaani3m, KibepiaxpaicTo, KidepimuryH-
CTBO, PO3MOBCIOIPKEHHS CIIaMy Ta BipycHuX mporpam [7, ¢. 333].

OnTuManbHO0, Ha HALTY AYMKY, € Knacuikamis kibep3noun-
HiB, 3anponoHoBaHa B. J[3ton3r0koM i b. JI3t0H1310K0M:

1) 3M0YMHM MPOTH KOHCTUTYLIHHMX TMpaB 1 cBOOOX THOMMHH
Ta IPOMAJIHIHA, TaKi AK MOPYIIEHHS HEIOTOPKAHOCTI IPUBATHOTO
JKHUTNIA, TIOPYLLEHHS TAEMHHL] JINCTYBAHHS, TeNe(OHHUX MePeroBo-
piB, TIOIITOBKX, TeNerpadHiX Ta HIIMX MOBIIOMIIECHD, aBTOPCHKUX
1 CyMIJKHUX TIpaB;

2) 3704MHH TIPOTH XKHUTTA Ta 30POB’S. 3arpO3NMMBHX MacITa-
0iB y Mepexki [HTepHET HAOyBae HASBHICTh CAHTIB, SKi IPOMArYIOTh
HAPKOMAHI10, TyOMiKYIOTh TEXHOMOTIK) BHTOTOBIEHHS HAPKOTHY-
HUX TIPENapaTiB y JOMAIIHIX 41 MPOMUCIOBHX MacmTabax abo sxi
PO3MOBCIOIKYIOTh HAPKOTHYHI 3ac00M, TCHXOTPONHI PEYOBHHHU
Ta iXHI aHAJIOTH;

3) 3MOYMHY TIPOTH YECTi Ta TiTHOCTI 0COOH. AHOHIMHICTB 1 IIH-
pOKa ay/Topis KOpUCTyBadiB [HTEpHETY JAl0Th Oe3MeKHI MOKITH-
BOCTI 1711 PO3TOBCIOMKEHHS iH(OpMATIii OYIb-IKMX BHIB, 30KpeMa
HAKJITIB, 10 TOPOYaTh YeCTh i TiIHICTb 0COOM;

4) 3mo4HA TPOTH BIACHOCTi. OHNM i3 HAWTOMMPEHIIINX BU-
IiB 370YMHIB HA ChOTOJHI € iHTEPHET-INAXPAHCTBO, HOBI (hOpMH,
BH/IH 1 CIIOCOOM SIKOTO 3’ SIBIIOTCS KOKHOTO JHS;

5) 3nounHu y cdepi KoM 1oTepHoi iH(hopMarii, Taki AK He-
TIPABOMIPHMIT JOCTYI 10 iH(OpMaIii, CTBOPEHHS, BUKOPHCTAHHS
Ta PO3MOBCIOUKEHHS LIKIIMBHX IIPOIPaM;

6) 3MOYMHI TIPOTH CYCTUTEHOI MOPATHHOCTI;

7) 3MOYMHM TPOTH O€3MeKH IepKaBH. I3 3pOCTaHHAM BH-
KOPUCTAHHSA MEpexi IHTepHET y Aep:KaBHUX CTPYKTYpax CTano
MOIIHBEM HEJEralbHO JICTaTH IOCTYI HE JHIIE 0 IPHBATHOI
Ta KOPIIOPaTHBHOI iHhopMaii, a # 10 iHbOpMAIii, 110 € AepKaB-
HOK TAEMHHIIEH0, & TAKOXK CKOIOBATH TaKi 3IOYMHH, SIK IIITHTYH-
CTBO, JIepkaBHa 3pazia ado PO3TONOMICHHS JIePXKaBHOT TAEMHHII
8, c. 9-10].

V cremianbHii iTeparypi BUCBITIIOEThCA IYMKA, MO HAHTO-
IIMPEHIMIME BHIAMH KiOEp3TOUHHIB Y CY4acHOMY CBITI €:

- KapjMHT — BUKOPUCTAHHS B OMEPAILiAX PEKBI3UTIB MUIATIXK-
HUX KapT, OTPUMAHKX 3i 3TAMaHNX CEPBEPIB IHTEPHET-MAra3HHIB,
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TUTATDKHAX 1 PO3PAXYHKOBHX CHCTEM, @ TAKOX i3 MEPCOHANBHAX
KoMIT'totepiB (Oe3mocepeqHpo ab0 depe3 MporpaMu BiIaneHoro
JOCTYTIY, «TPOSTHIY, «OOTH»);

- (immHr — KITi€HTaM TUIATHKHIX CHCTEM HAICHTAOTBCS TI0-
BIIOMJICHHSI €JIEKTPOHHOIO TIONITO0 HIOWTO Bij aaMiHicTpaii abo
CITyKO1 Oe3MeKH ITiel CHCTEMH 13 IPOXAHHSIM BKA3aTH CBOI PAXYHKH
Ta Mapoi;

- BIIIMHT — Y TOBIAOMJIEHHAX MICTUTHCS TIPOXAHHS 3aTeneo-
HYBaTH Ha MEBHHH MICHKHH HOMEP, a TiJ Yac PO3MOBH 3aMUTYIOTb-
Cs1 KOH(IICHIIIiHI 1aH1 BIACHMKA KapTKH;

- OHJIAHH-IIAXpAiCTBO — HECTpaBKHI [HTepHEeT-ayKIioHH,
[HTEpHET-MAra3uHA, CAHTH Ta TEMEKOMYHIKAIIHH] 3aC00H 3B’ T3KY;

- TIpaTcTBO — HE3AKOHHE PO3MOBCIPKEHHS HTENEKTYATbHOT
BIIACHOCTI B [HTepHeTI;

- Kapi-IIapiHT — Haj[aHHs HE3aKOHHOTO JOCTYTY /0 Meperis-
Iy CYIyTHHKOBOTO Ta KabENbHOTO TeseOaueH s,

- COIianbHa IHXKEHePis — TEXHONOTIS YIPABIIHHA JIOTbMH
B [HTepHET-TIpOCTOI;

- MaybBape — CTBOPEHHS Ta PO3MOBCIOMKEHHS BipyCiB 1 IKiJ-
JIUBOTO MPOTPAMHOTO 3a0e3MeUeHHS,

- TIPOTHIIPABHUH KOHTEHT — KOHTEHT, WIO MPOTarye eKcrpe-
Mi3M, TEPOPH3M, HAPKOMaHilo, MopHOrpadito, KyIbT KOPCTOKOCTI
Ta HACHIIbCTBA;

- pedaiininr — He3aKOHHA TijMiHa TenedorHoro Tpadiky [9].

Be3ymoBHO, 3a I0MOMOTOI0 BUKOPHCTAHHS IIKi ATHBUX KOMIT F0-
TEPHUX MPOTPaM 1 MPOTPAMHO-TEXHIYHUX 3acO0iB, MiTKIMIOUYEHHX
710 KOMIT'T0TEpHOT MEpEsKi, MOKYTb BYMHATHCA OLIBIIICTH 3M0YMHIB
IPOTH BIACHOCTI, mependaderux po3aiiom VI OcolnuBoi yacTurm
KK Vkpaitu. BuHATOK CTaHOBNATH NHILIE 3704MHH, CTOCIO BuM-
HEHHS AKUX TOB’S3aHUH 13 Oe3M0CepeaHiM KOHTAKTOM 3J0YHMHIS
3 TIOTEPIAM, a TAKOK 3HAYHA YACTHHA 3MOYMHIB, PEAMETOM SKHX
Moske OyTH JTHILIEe MaTepianizoBaHe MaiHo.

Yepes Te, 1O 3M0YUHH NPOTH BIACHOCTI BUMHAIOTHCS LIIA-
XOM BHKODUCTAHHS  €JEKTPOHHO-OOUMCIIOBATIBHOI — TEXHIKH
Ta HOBITHIX 1H(OPMAI[IHO-KOMYHIKAaTHBHIX TEXHONOTiH, BOHH
HE 3MiHIOIOTh 00 €KT CBOrO MoCATaHHA. Y 1boMY pasi BinOysa-
€ThCS TIPUEHAHHS JIOAATKOBOTO 00’ €KTY, 110 30LIBNIVE Ta AKic-
HO 3MIHIOE CYCIIiIbHY HeOE3MeKy Bijl 3M0UmHY. Y 3B A3KY 3 LM
CydacHa CHCTEMa HOPM, fka BiZoOpaxae 3/0YMHM NPOTH BIIac-
HOCTI, MOTpe0ye BIOCKOHANCHHS, OCKINEKM BOHA HE TIOBHOIO Mi-
POI0 BPaxoBye CydacHi Kibep3arposu.

KiGep3mounHi mpoTH BIACHOCTI XapakTepU3YHThCS TaKOk
03HAKOI0, AK BUMHEHHS 3/0YMHY LOJO BENHMKOTO i, SIK MPABHUIIO,
HEBU3HAYEHOTO Kona moTepmimux. Lle mpusBomuTh A0 TOTO, 1O
TIPAKTHYHO HEMOAJIMBO TOYHO BCTAHOBHTH PO3MIP 3aBAHOI IIKO-
I, a, TIOTEKY/IH, Tl po3Mip (MO0 OTHOTO MOTEPIILION0) 3aMaTHii
JUTA TIPUTATHEHHS BHHHOTO JI0 KPWMIHANBHOI BiTOBIAMBHOCTI.
Ha BinMiy Bix 3709nHIB ¥ chepi BUKOPHCTAHHS CIEKTPOHHO-00-
YUCIIOBATBHIX MALIKH, CHCTEM Ta KOMIT FOTEPHUX MEPEx 1 Mepex
ENEKTPO3B’A3KY, OCHOBHOIO BIACTHBICTIO KiOEp3TOUIHHIB TPOTH
BJACHOCTI € Te, O CY0 €KT 3MOYMHY BUKOPHCTOBYE KOMIT FOTEPHI
MEpEexi K 3HApI a00 3acib BumHEHHs 3mounHy [10, c. 40-42].

3anexHo BiJf croco0y BYMHEHHS KiOep3T0uMHY MPOTH BIACHO-
CTi MOXKHA PO3IUTHTH Ha TaKi TPyIIH:

1) xibep3no4rHN MPOTH BIACHOCTI, MO BYMHAIOTH ILTAXOM
TICHXOJOT{9HOTO BIUIMBY Ha JIOAMHY (00MaH, BBEACHHS B OMaHY,
3arposa);

2) xibep3n04uHN MPOTH BIACHOCTI, [0 BYMHAIOTH ILTAXOM
«BILTMBY» Ha OONaJHAHHS (KOMII0TepH, CMapThOHM Ta iHIIE
o0maHAHH).

Taxwit momi 06yMOBIIOETECS THM, TIIO JI0 TIEPIITO] TPYTIH HAJTe-
aTh TaKi CYCIIBHO HEOE3MeU ! MIAHHS, i 9ac BUNHEHHS TKIX
3AMOMIIOETHCSA IIKOAA TITHKH OTHOMY 0€3M0CepeTHbOMY 00’ EKTY —
BITHOCHHAM BIacHOCT. [l 4ac BUMHEHHS KiOEp3MOUMHIB MPOTH
BJACHOCTI APYTO1 TPYTIN 3TOIHHEIs 3aBA€ KO IITE i TOTATKOBO-
My 00’€KTy — BITHOCHHAM, fIKi CKITaJal0TheA Y chepi BUKOPHCTAHHS
EIIEKTPOHHO-00UMCITIOBAIEHAX MAIIMH, CHCTEM Ta KOMIT FOTEPHHX
MEpEK 1 MEPEk eeKTPO3B A3KY.

Kibep3mounmu meptuoi Tpymnu BiPI3HAIOTECA THM, IIO TiJ 4ac
iXHBOTO BUMHEHHS BUKOPUCTOBYIOTH BAKE HasiBHI caift, Qopymu
i TOTOBI MpOrpaMu. 3MOYMHII «IPALFOIOTHY 3 THM, MO iM Hajiae
BiacHe kideprpoctip. Jo Takux Ki0ep3noduHiB MOXKHA 3apaxyBa-
TH IIAXPAFCTBO, BAMATaHHS, 3aM0[iTHHS MAHHOBOT IIKOIH LLISXOM
00MaHy Ta 3MOBKMBAHHS OBIPOIO.

Crioci6 BIMHEHHS X KiOEP3NOYMHIB MPOTH BIACHOCTI Majio
YIM BifIPI3HAETHCS Bill COCOOY BUMHEHHS QHATOTIYHMX 370YHHIB
B MaTepiabHOMY CBITI: 38 YMOB IIaxpaiictBa — oOMaH a0o 3710B-
KHBAHHS JIOBIPOO; MiJT Yac BUMAraHHsg — 3arpo3a i 1. in. OOMan
y KibepnpocTopi Mae Taky X cycriibHy HeOesmeky, 1o i oOmaH
B MaTepiabHOMY CBITI, JIMIIE TIEPIIMHA BYMHAETHCS AUCTAHLINHO.
Tak camo 1 3 Iorpo3amy, i 3 IHIIMMHU CIOCO0AMI BUMHEHHS TAKUX
3JI0YUHIB TPOTH BIIACHOCTI.

Jlo 3m04MHIB APYTOT IPyMH MOKHA 3apaxyBaTH 3M0YMHH, T
Yac BIMHEHHS IKHX 0c00a MOYKE BUKOPHCTOBYBATH CTIEL[iaIbHi Po-
TpaMy, 10 J03BOJAIOTH OE3MEPELIKOIHO OTPHMATH HEpaBoMip-
HUH I0CTYT 710 KoMTT 1oTepHoi indopmauii («BruteForcey, «Public
Brute / Checker») abo BuxopucroBysaru Bipycu («Creeper», «Elk
Cloner», «Brainy, «Jerusalem», «March6», «CIH», «Nimday),
TposHebki Tporpamu («Win64 / HackKMS.Aw), xomm 1oTep-
Hi xpobaku («Melissa», «Sasser», «My Doomy, «Conficker»)
Ta IHII [IKiTMBI TPOTPAMH.

BukoprcToBytour MIKiAMBE MpOrpaMHe 3a0e3MeyeHHs MpH
BUMHEHI KiOEP3MOYMHIB TPOTH BIACHOCTI, BUHHA 0C00a MOCATae
of1pa3y Ha JiBa 00 €KTH — BITHOCHHH BIACHOCTI i BITHOCHH Y c(e-
Pl BUKOPHCTAHHS ENEKTPOHHO-O0YKCIIOBABHUX MAIIIH, CHCTEM
Ta KOMIT'FOTEPHHX MEPEK 1 MEpexK eneKTpo3B’s3Ky. 3BICHO kK Iii
o0cTaBMHa TIBHINYE iXHIO CycTinbHy Hebesmeky. Came 1e onae
TaKMM 3TOYMHAM YHIKaNbHIX BIACTHBOCTEH, HEMPUTAMAHHUX IS
1HIHX 37OYNHHAX TIOCSTAHb.

Taxum 4rHOM, TOHATTA KiOEpP3JIOUMHIB MPOTH BIACHOCTI
MOXKHA BU3HAYUTH SK CYKYTHICTh 3a00pOHEHHX KPHMiHATHHIM
3aKOHOJABCTBOM [ifiHb, CIOCIO BYMHEHHS SAKHX Tepeadadae
000B’3K0BE BUKOPHCTAHHS TAKMX TEXHOJNOTIH (Mepex) SK 3Ha-
psamb a60 crocobiB. Ha ocHOBI mpoBeneHOTO aHAMi3Y, TPOTIOHYE-
MO TaKy KIacH(iKarito Kibep3moduHiB MPOTH BIACHOCTI 3aJIeXK-
HO BiJI CI0c00y BUMHEHHS:

— Ki0Oep3mounHI TPOTH BIACHOCTI, MO BYMHAIOTECS IMUITXOM
TICHXOJIOTTYHOTO BIUIHBY HA JTHOMMHY 3 BHKOPHCTAHHAM KOMII'10-
TEpHOi T IHINO] aHATOTYHOT TeXHiKM (0OMaH, BBEACHHS B OMAHY,
3arposi);

— Ki0ep3mounHy TMPOTH BIACHOCTI, MO BYMHAIOTBCA MUITXOM
BIUTHBY Ha 00714 IHAHHS (KOMIT T0TEPH, CMApT(hOHHU, MAPIIPYTH3ATO-
PpH Ta HIIe 00JaTHAHHS).

Bucnosxku. [lincymMoByioun BUIIeHABEICHE, CITiT T TKPECIATH,
110 Kibep3MOUMHHICTS € BKpaii HeOE3METHUM COTliaTbHIM SBHIIEM,
sIKe CTAHOBUTB 3arpo3y cBiToBoro Macmrady. Ha cooroxni 6opoTs-
0a 3 Kibep3MOIMHHICTIO TIPOTH BIACHOCTI € OTHUM 13 TIPIOPUTETHHX
HATIPAMKIB JIIBHOCTI TPABOOXOPOHHKX OPTaHIB JepIkaBH, aje
JUTSL KOMIUTIEKCHOT TpoTHii i HeoOXiIHO, TepI 3a BCE, Y3TOMUTH
Ha HaIllOHATBHOMY PiBHI Ta 3aKOHO/[ABYO0 3AKPIITHTH TEPMIHONIOTIIO,
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sKa Oe3MoCcepeTHbO CTOCYEThCS KibEP3TOIMHHOCTI, 30KpEMa BH3HA-
YCHHS KIIOYOBHX TIOHSATh «KIOEP3IOUMHY 1, BI/IMOBIHO, «Kibep3mo-
Y{H TIPOTH BAACHOCT.
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Muusix F0. H. Knaccudukanusa kudepnpectynieHuii
NPOTHB COOCTBEHHOCTH

AnHoTranusi. B crarpe paccMOTpeHBI Mephl, TPUHSTHIC
B 3aKOHOJATEJIbHOM M MHCTHUTYLHMOHHOW cepe B VYkpauHe,
HampaBJICHUS HAYYHO-KPUMHUHAJIHUCTUYICCKOIO 066CHC‘{6HI/IH,
oOpaienHsle Ha OOpb0y ¢ KuOeprpecTynHOCThI0. Omnpene-
JICHO MOHATHE KUOEPIPECTYIUICHUH MPOTHB COOCTBEHHOCTH
W TpeIOCTaBlIeHA ABTOPCKas KIACCH(UKALUS 3TOH TPYIIIBI
IIPECTYIICHUH.

KiroueBsble ciioBa: KOepIpecTymHOCTh, KubepOe3omnac-
HOCTbh, KIaccU(uKamsi KuOepnpecTnyieHni, KuoepnpecTy-
TIJICHUS TIPOTUB CO6CTBCHHOCTI/I.

Pitsyk Yu. Classification of cybercrimes against property

Summary. This article is about the measures which were
taken in the domestic legislative, institutional spheres in
Ukraine and scientific-criminalistic guarantee with the aim to
struggle the cybercrime. The concept of cybercrime against
property is defined and the author’s classification of this group
of crimes is provided.

Key words: cybercrime, cybersecurity, cybercrimes clas-
sification, cybercrime against property.
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